HAMSITKA Ob HH®OPMAIIMOHHOM BE3OIMMACHOCTH
JJI OBYYAIOLIIUXCA

C KaX1bIM roJI0M MOJIOAEKH B UHTEPHETE CTAHOBUTCA OOJIbIIE, @ IIKOJIbHUKHU
OJHM H3 CaMbIX AaKTUBHBIX MoJb30Barenedl PyHera. Mexnay TeMm, NOMHUMO
OTPOMHOTI0 KOJIMYECTBA BO3MOKHOCTEH, MHTEPHET HECET U MPOOJIeMbl. DTa MaMsITKa
J0JI’)KHA TIOMOYb TeOe 6€30MacHO HaXOJUThCS B CETH.

KomnbroTepHbie BUPYChI

KoMIbproTEpHBI BUPYC - 3TO Pa3HOBUIHOCTH KOMIIBIOTEPHBIX MPOTpPaMM,
OTJIIMYUTENbHON OCOOEHHOCThIO KOTOPOU SIBJISIETCS CIIOCOOHOCTh K Pa3MHOKEHUIO.
B nomnonHeHne k 3TOMY, BUPYChl MOTYT ITOBPEIUTHh WM MOJHOCTBIO YHUYTOXKHUTH
Bce (paiiyibl U TaHHBIE, MTOJKOHTPOJbHbIE TIOJb30BATEN0, OT UMEHH KOTOPOro Oblia
3aMylleHa 3apaK€HHas NpOorpaMma, a TAKXKE IOBPEIUTh WM JAXKE YHUUYTOKUTH
OTEpalOHHYI0 CUCTEMY CO BceMu ¢aiiiaMmu B 1eiaoM. B OOnbIIMHCTBE ciydaeB
PacpOCTPAHAIOTCS BUPYChI UEPE3 UHTEPHET.

MeTop! 3alUTHI OT BPEIOHOCHBIX ITPOTPAMM:

1. MUcnionp3yil COBpEMEHHBIE ONIEPALIMOHHBIE CUCTEMbI, UIMEIOLIUE CEPhE3HBIN
YPOBEHB 3aIUTHl OT BPETOHOCHBIX IIPOTPAMM;

2. IlocTtosiHHO ycTaHaBiauBal mnadyTH (UUQPOBBIE 3aIUIaTKH, KOTOpHIE
ABTOMATUYECKHU YCTAaHABIMBAIOTCS C LEJIbI0 AOPaOOTKH HPOTrpaMMbl) U JpyTue
0OHOBJIEHUS CBOEH OmnepalMoHHON cucTteMbl. CkaunBai UX TOJIBKO C O(UIHATIBHOTO
caifta pazpadbotuuka OC. Ecnu cymecTByeT pexXxuM aBTOMaTHUE€CKOro OOHOBJIECHMUS,
BKJIFOUH €T0;

3. Pabotail Ha cBoeM KOMIBIOTEpE TOJ MpaBaMU IOJb30BaTeNs, a He
aIMUHHACTpAaTopa. OTO HE I03BOJUT OOJIBIIMHCTBY BPEJOHOCHBIX IPOrpaMM
MHCTAJJINPOBATHCSl HA TBOEM IIEPCOHAIBHOM KOMIIBIOTEPE;

4. MHcnonp3y# AaHTHBUPYCHBIE NPOTPAMMHBIE NPOMYKTBI HM3BECTHBIX
POU3BOIUTENEH, C aBTOMAaTUYECKUM OOHOBIICHHEM 0a3;

5. Orpannub pu3HUECKUil JOCTYI K KOMIBIOTEPY ISl IOCTOPOHHUX JIMIL;

6. Mcnonp3yii BHEIIHUME HOCUTENM HMH(OpPMALMM, Takue Kak (hiemka, JUCK
win (aiia U3 UHTEpHETa, TOJILKO U3 MPOBEPEHHBIX UCTOYHUKOB;

7. He oTKpbIBail KOMIIBIOTEpPHBIE (DaliIbl, IMOJYUYEHHBIE W3 HEHAIEKHBIX
UCTOYHUKOB. Jaxke Te (aiiibl, KOTOpbIE MpHUCIail TBOM 3HaAKOMBIN. Jlyurie yTouHu
y HEro, OTIPAaBJIsUI U OH TeOE uX.

Cern WI-FI

Wi-Fi - 510 He BUJI nepenayu TaHHBIX, HE TEXHOJIOTHS, a BCEro JIMIIb OpeH,
mapka. Eme B 1991 rogy Huaepnaniackas KOMIAHUS 3aperucTpupoBana OpeHn
"WECA", uto o6o3nauano crnoBocoueranue "Wireless Fidelity", xoTopblii
nepeBOAUTCS Kak "OecrpoBOHAS TOYHOCTh".



Jlo Hamero BpeMmeHH goliuia pyras abOpeBuarypa, KoTopast IBIsSE€TCS TaKo U
e TexHoJiorned. 1o abOpeuarypa "Wi-Fi". Takoe Ha3BaHue OBUIO JaHO C
HAMEKOM Ha CTaHAapT BhICIIeH 3ByKOBOM TexHuku Hi-Fi, yTo B mepeBoie o3HavyaeT
"BBICOKasi TOUHOCTD .

Jla, GecriaTHbIi MHTEPHET-AOCTYN B Kade, OTEeNIX U adponopTax sBIISIETCS
OTJIMYHOW BO3MOKHOCTBIO BbIX0Ja B UHTEpHET. HO MHOTHE SKCIIEPThI CUUTAIOT, YTO
obmenocrynubie Wi-Fi cetu He sBisitoTCS 0€30TaCHBIMU.

CoBertbl 110 6€30MacHOCTH PabOTHI B 00IIENOCTYIHBIX ceTsax Wi-fi:

1. He nepenapaii cBoro nuuHyto nHpopmalmio dyepe3 oomienoctynusie Wi-Fi
cetu. PaboTtas B HuX, jKelareabHO HE BBOJUThH MApOJIU JOCTYIA, JOTUHBI U KaKUe-
TO HOMEPA;

2. Ucnonb3yit u OOHOBIISI aHTUBUPYCHBIE MpOrpaMMbl U OpanaMayep. Tem
cambIM Thbl 00€30Maculllb ce0sl OT 3aKaUuKU BUpYyca Ha TBOE YCTPOUCTBO;

3. Ilpu ucnonszoBanuu Wi-Fi otkimoun pyskuuio "O0muit foctyn k (aitnam
u npunrepam". JlanHas (yHKIMs 3aKpbiTa MO YMOJYaHUIO, OJIHAKO HEKOTOPHIE
MOJIb30BATENIM AKTUBUPYIOT €€ JIs yJ00CTBa UCMOJIb30BaHUs B paboTe win yueoe;

4. He wucnons3yii myonuunbii WI-FI nng mepemaun JIWYHBIX JaHHBIX,
HanpuMep, 1S BBIXOJ1a B COLIMAIbHBIE CETU WIH B 3JIEKTPOHHYIO MOYTY;

5. Ucnonp3yi ToJbKO 3aimuiennoe coenunenue uepes HTTPS, a ne HTTP,
T.€. Ipu Habope BeO-aapeca BBOAU uMeHHO "https://";

6. B moOunbHOM Tenedone otkiaoun ¢ynkuuio "llogkmiouenune k Wi-Fi
apromatuuecku'". He nomyckail aBTOMaTHU4eCKOTO MOJKIIOYEHUS YCTPOMCTBA K
cersiMm Wi-Fi 6e3 TBoero cornacus.

CouunaJjibHbIe CETH

CoumanbHble CETH aKTMBHO BXOJST B Hally >KW3Hb, MHOTHE JIFOAU PabOTarOT
Y KUBYT TaM MOCTOsIHHO, a B Facebook yke 3apeructpupoBaH Muwiiuap] 4eaoBex,
YTO SIBJIAETCS OJHOM CeAbMOM BCEX JKUTENIEH IIaHETHI.

MHorue nojap30BaTeNM HE MIOHUMAIOT, YTO MH(OPMAIIUS, Pa3MEIlICHHAs UMU
B COLMATBHBIX CETSAX, MOXET OBITh HalJIeHa M UCIOJIb30BaHAa K€M YTOJHO, B TOM
qucliie He 00s13aTeIbHO ¢ OJ1ariMHU HaMepEeHUSIMU.

OCHOBHBIE COBETHI 110 O€30MACHOCTH B COIMATIBHBIX CETAX:

1. Orpannusb crnucok Apy3ei. Y 1e0s B Ipy3bsAX HE TOJKHO ObITh CIIYyUalHbBIX
Y HE3HAKOMBIX JTIOJIEH;

2. 3amumiail cBOKO 4YacTHyIO >ku3Hb. He yka3biBail maposiv, TenedoHsI,
anpeca, JaTy TBOETO POXACHUA H  JAPYIYI0 JIMYHYIO  MHGPOPMAIHMIO.
310yMBIIIJIEHHUKHA MOTYT UCIOJIB30BaTh Jlake HHPOPMAIIUIO O TOM, KaK Thl U TBOU
POIUTENHN ITAHUPYETE NMPOBECTU KAHUKYJIBI;



3. 3amuinaii CBOIO pemyTaluio - Iep>KU €€ B UUCTOTEe U 3a/1aBail cede BOIpoc:
XOTeJI OBl ThI, YTOOBI IPyTHE TOJH30BATCIIM BHJEIH, YTO ThI 3arpykKaeiib?
[Tomymait, mpex/ie 4em 4To-TO Oy OJIMKOBaTh, HAIMCATh U 3arPy3UTh;

4. Ecnd Tl TOBOPHILB C JIFOJIbMH, KOTOPBIX HE 3HACIIb, HE UCHOJIb3YH CBOE
pealbHOe UM M APYTYIO JUYHYI0 MHQOpMAIMK: UMs, MECTO >KUTEIhCTBA, MECTO
yueObl U TIpoYee;

5. N36eraii pasmenienuss gotorpaduit B IHTepHETE, TAe Thl M300pakeH Ha
MECTHOCTH, M0 KOTOPOI MOHO OTIPENEIUTh TBOE MECTOIOI0KECHUE;

6. Ilpu peructparmuu B COLMATBHON CETH HEOOXOJMMO UCIOJIH30BAThH
CJIOJKHBIE MAPOJIU, COCTOSIIUE U3 OYKB U IUPP U C KOJMUECTBOM 3HAKOB HE MEHEE
8,

7. Jns colMaTbHOM CEeTH, TMOYThI W JPYyTHX CaWTOB HEOOXOIUMO
WCII0JIB30BaTh pa3Hble Maposu. Toraa ecinu TeOs B3JI0MAlOT, TO 3710YMBIIIJICHHUKH
MoJTydar JIOCTYT TOJIbKO K OJJHOMY MECTY, a HE BO BCE Cpasy.

JIeKTPOHHbIE 1eHbIH

DNeKTpOHHBIE JIEHBTU - ATO OYEHb YJAOOHBIM CHOCOO IJIaTeXeW, OJHAKO
CYIIECTBYIOT MOIIIEHHUKH, KOTOPBIE XOTAT MOJYUYHUTh 3TH JICHbTH.

DJIEeKTPOHHBIC JEHLIM MOSBUINCH COBCEM HEIAaBHO M MMEHHO HM3-3a 3TOTO BO
MHOTHX TOCYJIapCTBax JI0 CUX TMOP HE MPOIMUCAHO MPO HUX B 3aKOHAX.

B Poccnn e oM QYHKIIMOHHUPYIOT M O HAX Y Ke IMPOTMCAHO B 3aKOHE, TIe UX
pa3lensioT Ha HECKOJbKO BUJOB - aHOHUMHBIE W HE aHOHUMHBIC. Pa3Huia B Towm,
YTO AHOHMMHBIE - 3TO T€, B KOTOPBIX pa3peliaercs NPOBOAUTH omepainmu 0e3
UACHTU(UKAIIMN TTOJIH30BaTENs, a B HCAHOHUMHBIX HICHTU(PHUKAINS T0JIH30BaTEIIs
SBJISIETCS 00sI3aTeTHLHOM.

Taxke craeayer pasaudaTh OJJICKTPOHHBIE (UATHBIE JEHBIH (paBHBI
rOCYJJapCTBEHHBIM BaJll0TaM) W SJEKTPOHHBIC HepUaTHbIE JACHBIU (HE PaBHBI
TOCYJIapCTBEHHBIM BATIOTaM).

OCHOBHBIE COBETHI 110 O€30MaCHOM PaboTe C ANEKTPOHHBIMU JICHBTAMH:

1. ITpuBsi>ku K cuety MOOMIIbHBIN TenedoH. ITO caMblil y100HBIN U OBICTP bIH
croco0 BOCCTAaHOBUTH JOCTyH K cuety. [IpuBsi3aHHBI TenedoH MOMOXKET, €CIIH
3a0yJenip CBOW IUIATEXKHBIM MapoJib WM 3aifJiellb Ha CalT ¢ HE3HAKOMOTO
YCTPOMCTBA;

2. Ucnonp3yit omHopaszoBeie mapoJsin. [locie mepexona Ha YCWICHHYIO
aBTopu3aluio Tebe yxke He OyJlleT yrpoKaTh OIMACHOCTh KpakKU WM IlepexBara
TUIATEKHOTO TapOJIs;

3. Boeibepu cnoxubiii mapoib. IlpecTtynHukam Oyaer HE MPOCTO yrajaarh
CJIOKHBIN mapoib. HajexxHble mapoJi - 3T0 Mapoju, KOTOPhIE COAEpKaT HE MEHEE
8 3HAKOB U BKJTIOYAIOT B C€0S1 CTPOYHBIC U MPOMUCHBIE OYKBBI, ITUPPHI U HECKOIBKO



CUMBOJIOB, TaKMe€ KaK 3HaK JoJjjiapa, (yHTa, BOCKIMIATEIbHBIM 3HaK U T.II
Hampumep, $tROng!;.

4. He BBOY CBOM JIMYHBIE JJAHHBIE HA caiiTaX, KOTOPBIM HE JIOBEPSEILb.

JJIEeKTPOHHAS MOYTA

OJIEKTPOHHAs I0YTa - 3TO TEXHOJIOTUS U MPEAOCTABIISIEMBIE €10 YCIIYTH IO
MEPECHUIKE U MOJYUYEHUIO AJIEKTPOHHBIX COOOIIEHHM, KOTOPBIE paclpeaensiioTcs B
KOMIbIOTEpHOU ceTu. OOBIMHO SJIEKTPOHHBIA TMOYTOBBIM SIIUK BBINISIAUT
CIIEIyIOUIUM 00pa3oM: UMs_TOJb30Barenss(@umMs_jaoMeHa. Takke Kpome nepeadyu
MIPOCTOrO TEKCTa, UMEETCS] BO3MOYKHOCTh NIEpeiaBaTh (Pailibl.

OcHOBHBIE COBETHI IO 0€30MacHON paboTe ¢ 3MEKTPOHHON MOUTOM:

1. Hago BwIOpaTh mpaBWIbHBIM TOYTOBBIA cepBHUC. B HHTEpHETE €CTh
OTPOMHBII BHIOOp O€CIIaTHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JIYUIIIE TOBEPSTH TEM,
KOTO 3HACIllb U KTO NIEPBBIA B PEUTHHTE;

2. He yka3bIBaili B TMYHOM MoYTe TUYHYI0 UHPopMaluto. Hanpumep, nydiie
BbIOpaTh "My3bIKaNbHBIN _(paHat@" uau "pok2013" Bmecto "Temal3";

3. HMcnonp3yd ABYX3TamHYI aBTOPHU3ALUIO. OTO KOrAa MOMHUMO MapOJis
HYHO BBOJUTH KOJ, IpUChLIaeMblii o SMS;

4. Beibepu CIIOXKHBIA MapoJib. JJIsl KaXKI0ro MOYTOBOTO SIUKA JOJIKEH ObITh
CBOW HAJIC)KHBIM, YCTOWYMBBIM K B3JIOMY I1apOJIb;

5. Ecim ectb BO3MOXHOCTh HallMCaTh CaMOMY CBOW JIMYHBIM BOMPOC,
WCIIOJIb3yH 3Ty BO3MOKHOCTb;

6. Hcnonb3yil HECKOJIBKO TOYTOBBIX SIIUKOB. IlepBbIil [ YacTHOM
MEPENUCKU C aJipecaTaMy, KOTOPBIM Thl JOBEpsCIb. JTO AJEKTPOHHBIA aJpec He
HAJI0 UCTIOJb30BaTh MPU PETUCTpAIMU HA Popymax U cailTax;

7. He otkpsiBail ¢aiinel U Apyryue BIOXKEHUS B MUCbMax, Jake €CIU OHU
MPUILIA OT TBOUX Jpy3el. Jlydie yTOuHU y HUX, OTHPABIISIIIN JIU OHU TeOe ITU
(haitnbr;

8. Ilocne okoHwyaHus paOOTHI Ha TMOYTOBOM CEpBHUCE MEpel 3aKphITUEM
BKJIQJIKU C caliTOM He 3a0y/b Haxkath Ha "Beritu".

Ku0epOyiiMHI WJI1M BUPTYyaJibHOE U3/1€BaTE1bCTBO

KubGepOyumuHar -  mpecineqoBaHuMe  COOONICHHSIMHU,  COAEP KAIlUMU
ockopOJeHus, arpeccuio, 3aIyTUBaHUE; XyJUTaHCTBO; COLIMAJIbHOE
OOMKOTUPOBAHHUE C MOMOIIBIO PA3IMUHBIX UHTEPHET-CEPBHUCOB.

OcHOBHBIE COBETHI 110 OOPHOE ¢ KNOEPOYIITUHTOM:

1. He Gpocaiics B 60i. Jlyumuii crmoco6: mocoBeTOBaThCs Kak ce0si BECTH U,
€CJIM HET TOTo, K KOMY MOHO OOpaTUThCS, TO BHAYalle YCIIOKOUThCS. Eciu Thi
HayHeIllb OTBEYaTh OCKOPOJEHUSMHU Ha OCKOpPOJEHUs, TO TOJBKO elle OoJiblie
Pa30AOKeb KOH(DIIUKT;

2. YrpaBnisii cBoeM KuOeppemmyTaluei;



3. AHOHUMHOCTh B ceTH MHUMas. CylIeCTBYIOT CHOCOOBI BBIICHUTH, KTO
CTOWT 32 aHOHUMHBIM aKKayHTOM;

4. He crTouT BecTM XyJWUTaHCKUM 00pa3 BUpPTyadbHOW *u3HU. WHTEpHET
(duKkcupyeT BCe TBOM JIEUCTBUS M COXpAHSIET UX. YIAIUTh UX OyJeT KpaiHe
3aTpyIHUTEIIBHO;

5. Coburoaii CBOIO BUPTYaJIbHYIO Y€CTh CMOJIOJY;

6. WrHopupy¥l eauHuuHbli HeratuB. OJIHOPa30BbIE OCKOPOUTEIBHBIE
COOOIIIeHHUs JTyUllle UTHOPUPOBATH.

OOBIYHO arpeccusi MpeKpaIlaeTcs Ha Ha4YaTbHOUW CTaduu;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIICHUSIMH, B
COLIMANIBHBIX CETSIX €CTh BO3MOYKHOCTh OJIOKMPOBKM OTIPABKH COOOILIEHHUN C
OTIPEAEIIEHHBIX aJPECOB;

8. Ecnu TbI cBUzeTENb KHOEpOyInHra. TBOM NEUCTBUSA: BBHICTYIIUTh MPOTHUB
npeciaeaoBarels, Mokasarb €My, 4YTO €ro JCHCTBUSA OIICHUBAIOTCS HETraTUBHO,
MOJJIeP>KaTh KEPTBY, KOTOPOM Hy>KHA TICHUXOJOTMYECKas IOMOIb, COOOIIUTH
B3POCIIBIM O (paKT€ arpeCCUBHOTO MOBEICHUS B CETH.

MoOunabHblii TesedoH

CoBpemennble cMapTHOHBI U IIAHIIETHl COJIEPKAT B ceOe BIOJIHE B3POCIBIN
GyHKIIMOHAN, W TeNepb OHU MOTYT KOHKYpPUPOBaTh CO CTallMOHAPHBIMU
KoMInbloTepaMu. OIHaKO, CPEJCTB 3aIUTHI ISl MOJOOHBIX YCTPOUCTB MOKA OYEHb
Maiio. TectupoBaHue U MOUCK YSI3BUMOCTEN B HUX MPOUCXOJAUT HE TaK UHTEHCUBHO,
kak 115 [1K, 1o ke camoe kacaeTcss U MOOUIBbHBIX MPUITOKEHUI.

CoBpeMeHHble  MOOWIbHBIE Opay3epbl YK€ TNPAKTUUYECKH  JIOTHAIU
HACTOJIbHBIC AHAJIOTH, OJIHAKO pacimupeHue ¢GyHKIHOHANIA BIeYeT 3a CcoOoM
0O0JIBIIYIO CJIOKHOCTh Y MEHBIIIYIO 3al[UIIEHHOCTb.

Jlanexo He BCe MPOU3BOJMTENIN BBHIMYCKAIOT OOHOBIICHHS, 3aKPBIBAIOIINE
KPUTHUYECKHUE YSI3BUMOCTH JIJISI CBOUX YCTPOMCTB.

OCHOBHBIE COBETHI JIJIsI 0€30MACHOCTH MOOWIBHOTO TenedoHa:

Huuero He siBisieTcst mo-HacToseMy OecIuiaTHbIM. Byab 0CTOpOXkKeH, Beab
Korja tede mpeasiaraloT OeCIUIaTHbII KOHTEHT, B HEM MOTYT ObIThb CKPBITHI KaKue-
TO IJIATHBIE YCIIYTH;

Hymaii, npexae yeM oTnpaBuTh SMS, ¢poTo win Buaeo. Tl TOUHO 3HACIb,
rJie OHU OyIyT B KOHEYHOM UTOTE?

Heo6xoammMo 0OHOBIATH ONIEPALIMOHHYIO CUCTEMY TBOETO cMapTQoHa;

Hcnons3yit aHTUBHPYCHBIE TIPOTPaMMBI JIJIsI MOOMIIBHBIX TENE(OHOB;

He 3arpyxail mpuiaoXeHuss OT HEU3BECTHOTO HMCTOYHHMKA, BEIb OHU MOTYT
COJiepKaTh BPEIOHOCHOE MPOrpaMMHOE 00ecIeYeHUE;

[Tocie Toro kak Thl BBIAEIIL C CalfTa, TJ€ BBOJIWI JIMYHYIO MHPOPMAIHUIO,
3aiiiu B HACTPOMKHM Opay3epa u yaanu cookies;



[lepnonuuecku npoBepsil, KAKUE IUIATHBIE YCIYTH aKTUBUPOBAHBI HAa TBOEM
HOMEDE;

JlaBaii cBoil HOMep MOOWIBHOTO TelaedOoHa TOJBKO JIOMASIM, KOTOPBIX ThI
3Haellb U KOMY JOBEpSEIIb;

Bluetooth nomxen ObITh BBIKIIOYEH, KOrZa Thl MM HE Mojb3yeuibes. He
3a0bIBaii MHOTAA MTPOBEPSATH 3TO.

Online urpsi

CoBpeMEHHBIE  OHJIAMH-UTPBI - 3TO  KPAcOYHbIE, 3aXBaTbIBAIOLIHME
pa3BiiedyeHHs], OOBEAUHSIONIME COTHU ThICSY YEJIOBEK MO BceMy Mupy. Mrpoku
UCCIIEYIOT JAaHHBIA UM MUp, OOIIAIOTCS JPYT C APYroM, BBINOJHSIOT 3a7aHus,
CpPaKaIOTCSI C MOHCTpPAMHM U TMOJIYYalOT OMbIT. 3a YJOBOJbCTBUE OHHU IUIATAT:
MOKYTAIOT AUCK, OTUIAYMBAIOT a0OHEMEHT WJIM MPUOOPETAIOT KaKHe-TO OILUU.

Bce 3tu cpenctBa uayT Ha MoAJep>KaHUE U Pa3BUTHE UIPHI, a TAKXKE HA camy
0€30MaCHOCTh: COBEPILIEHCTBYIOTCSI CUCTEMBbl aBTOPU3ALIMH, BBITYCKAIOTCS HOBBIE
natuu (uudpoBbIe 3aIUIATKU JJISl IPOTPAMM ), 3aKPBIBAIOTCS yS3BUMOCTH CEPBEPOB.

B no1o0HBIX Urpax CTOUT OMacaThCs HE CTOJILKO CBOMX COMEPHUKOB, CKOIBKO
KpaXkXy TBOETO MapoJis, Ha KOTOPOM OCHOBaHa CUCTEMa aBTOPU3ALMHU OOJIHIIMHCTBA
urp.

OcHOBHBIE COBETHI IO 0€30MACHOCTU TBOETO MIPOBOTO AKKAyHTA:

1. Ecnu npyroi#t urpok BeaeT ce0s II0X0 WU CO3AaeT Te0e HEeNPUATHOCTH,
3a0JIOKUPYH €ro B CITUCKE UTPOKOB;

2. [Toxany¥ics aAMUHUCTPATOPAM HIPHI HA IJI0OXOE MOBEAEHUE 3TOTO UIPOKa,
&KeJaTelIbHO MPUII0KUTh KAKUETO JT0KA3aTeIbCTBA B BUJE€ CKPUHOB;

3. He yxa3biBail nuuHy0 uHQopMaluio B npodaiine urpsr,

4. YBaxall JpyruxX YY4aCTHHKOB IO UIPE;

5. He ycranaBiuBaii HeopUIMaIbHBIE MATYH U MOJIbI;

6. Mcnonb3yi#l ClOKHBIE U Pa3HbIE NIAPOJIH;

7. JJaxxe BO BpeMsI UTPbl HE CTOUT OTKJIKOYaTh aHTUBUpYC. [Toka Thl urpaenis,
TBOW KOMIIBIOTEP MOTYT 3apa3uTh.

OUIIMHT WIN KPaKa JUYHBIX JaHHBIX

OOBIYHOM Kpasked JeHer U JOKYMEHTOB CErOJHS Y>K€ HHUKOTO HE YJWBHUIIb,
HO C DPa3BUTHEM WHTEPHETTEXHOJOIMM 3J0yMBIIUICHHUKH IIEPEMECTWINCH B
MHTEPHET, U MPOJI0JIKAIOT 3aHUMAThCS " TIOOUMBIM" JIEJIOM.

Tak mnosBwIace HOBas Yrpo3a: MHTEPHET-MOIIEHHUYECTBA WM (DUILMHT,
rJlaBHAs 1EJb KOTOPOTO COCTOMT B MOJYyYEHUH KOH(PUICHIUATBbHBIX JaHHBIX
M0JIb30BaTEINEeH - TOTUHOB U napoJieid. Ha anrnuiickom si3bike phishing unraercs kax
¢umuHr (ot fishing - priOHas noBis, password - Tapob).

OcHOBHBIE COBETHI IO 0OPHOE € HUITUHTOM:



1. Cnenu 3a cBouM akkayHTOM. Eciu Thl mojo3peBaeliib, YTO TBOSI aHKETa
ObL1a B3JIOMaHa, TO HE0OX0AUMO 3a0JI0KUPOBATh €€ U COOOITUTH AIMUHUCTPATOPAM
pecypca 00 3TOM Kak MOKHO CKOpee;

2. Ucnionb3yit 6e30macHble BeO-CalThl, B TOM YHUCJIE, HHTEPHET-Mara3uHoB U
MTOUCKOBBIX CHUCTEM;

3. Wcnonp3yii CiOXHBIE W pa3Hble Mapoju. Takum oOpa3oMm, eciu TeOs
B3JIOMAIOT, TO 3JIOYMBIIUIEHHUKH TOJy4aT JOCTYI TOJIBKO K OJHOMY TBOEMY
npodUITIO B CETH, a HE KO BCEM;

4. Eciu TeOs B37I0Maiud, TO HEOOXOAUMO MPEAYNPEAUTh BCEX CBOUX
3HAKOMBIX, KOTOpBIE 100aBiIeHbl Y TeO B IPY3bsIX, O TOM, UTO TeOs B3JIOMAJIH H,
BO3MOHO, OT TBOET0O UMEHH OyJeT pacchbulaThCsl CllaM U CChUIKM Ha (PUIIMHTOBbIE
CalThI;

5. YcranoBu HaaexHsbld naposib (PIN) Ha MoOunbHbIM TenedoH;

6. OTKIII0YM cCOXpaHeHue naposs B Opaysepe;

7. He otkpsiBail ¢aiiasl U Apyrue BIOXKEHUS B MUChbMax, JaXKe €CIU OHU
NPUILIA OT TBOUX Jpy3ell. Jlydille yTOUYHM y HUX, OTHPABISIIN JIU OHU TeOe 3TU
(baiiibl.

Hudposas penyrauus

Hudporas pemyTarys - 3TO HEraTUBHAsL WU MMO3UTHUBHAS MH(OpPMAIIUS B CETU
o tebe. Komnpomerupyromas uHbopMalus, pa3MelleHHass B UHTEPHETE, MOXKET
CEphE3HBIM 00Pa30M OTPA3UTHCS HAa TBOCH peallbHOM KU3HH.

"IludpoBas pemyramus" - 5TO TBOM UMUK, KOTOPHIM (GopMUpPYETCS U3
nHdopmaiuu o Tebe B UHTEPHETE.

TBoe MecTo JKHTENnbCTBa, YueObl, TBO€ (PMHAHCOBOE TMOJOKEHUE,
0COOEHHOCTH XapakTepa M paccKas3bl O OJIM3KHX - BCE 3TO HAKAIIMBAETCS B CETH.

MHorue TOAPOCTKH JIETKOMBICIEHHO OTHOCSATCA K IyOJUKAllMU JIMYHOU
unpopmanun B MHTEpHETE, HE MOHMMAsi BO3MOXKHBIX MOCHeACTBUN. Thl gaxe He
CMOXeIIb J0TaaaThCsa O TOM, uTo doTorpadus, pa3MelleHHas 5 JIeT Ha3ajl, cTaja
NPUYMHOM OTKa3a MPUHATH T€Os HA palboTYy.

KommenTapuu, pazmelenue TBoux (pororpaduii u apyrue AEHCTBUS MOTYT
HE UCUE3HYTh JIaXKe MOCJIE TOTO, KaK Thl X yJJUIlb. Thl HE 3HACIIb, KTO COXPAHUI
3Ty UH(pOpPMAIUIO, MOMaja JIM OHA B IOMCKOBBIE CUCTEMBI U COXPAHUJIACh JIU OHA, a
IJIaBHOE: YTO MOJYMAIOT O Te0e OKPYIKAIOIINE JIIOAH, KOTOPhIe HAUIYT U YBUAST
sT0. HaliTu uH@OopmManuio MHOTO JIET CIIyCTS CMOXKET JII0OOH - Kak U3 A0OpbIX
o0y XKJI€HU, TaK ¥ C HAMEPEHUEM MPUYUHUTH BPEA. DTO MOXKET OBITh KTO yTOJHO.

OCHOBHBIE COBETHI 110 3alUTe UPPOBOI pemyTaIu:

1. ITogymaii, mpexae 4yeM 4yTo-To Iy OJIMKOBATh U NiepeiaBaTh y ce0s B Oyiore
WU B COIMAILHOM CEeTH;



2. B wnacrpoiikax npoduis yCTaHOBM OTpaHUYEHHsS] Ha MPOCMOTP TBOETO
podWIIs ¥ €ro CoAEeP)KUMOTO0, ClIeNIail ero ToJbKO "1s apy3ei”;

3. He pa3memait u He yka3biBaili MHPOpPMAIUIO, KOTOPAst MOXKET KOTO-JIHOO
OCKOPOJISITh WIN OOMXAaTh.

ABTOpCKO€ NpPaBo

CoBpeMeHHbIE IIKOJbHUKM - AKTUBHBIE II0JIb30BaTeNu UU(GPOBOTO
npoctpaHcTBa. OJHaKoO JaJeKo HE BCE 3HAIOT, YTO IMOJIb30BAHUE MHOTHUMU
BO3MOXHOCTSIMU  1MppoBoro  mupa  TpeOyeT  CcOONIOJEeHUST  MpaB  Ha
MHTEJUIEKTYJIbHY0 COOCTBEHHOCTD.

Tepmun "uHTEIEKTyallbHAsi COOCTBEHHOCTH" OTHOCHUTCS K Pa3IUYHBIM
TBOPEHHUSIM YEJIOBEUYECKOTO yMa, HayWHAsi C HOBBIX H300pETEeHH U 3HAKOB,
0003HaYarONIMX COOCTBEHHOCTh Ha MPOJYKTHI M yCIYTH, U 3aKaHYMBas KHHUTaMH,
dbortorpadpusimu, KUHOGUIBMAMHU U MY3bIKATbHBIMU TTPOU3BEICHUSIMHU.

ABTOpCKHE TIpaBa - 3TO MpaBa HA MHTEIJICKTYaJbHYI) COOCTBEHHOCTh Ha
MPOU3BENICHUSI HAyKH, JIMTEPATyphl U UCKYyCCTBA. ABTOPCKHE TpaBa BBHICTYHAIOT B
KaueCcTBE TapaHTHUH TOTO, YTO WHTEIIEKTYalIbHBIA/TBOPUECKUA TpPYyA aBTOpa HeE
Oyner HampacHbIM, JacT €My CIpaBeIJiuBbie BO3MOXKHOCTH 3apaboTarh Ha
pe3yibTaTax CBOEro TpyJa, MOJYYUTh H3BECTHOCTh M Mpu3Hanue. Hukro 6e3
paspelieHuss aBTopa HE  MOXKET BOCHPOU3BOJIUTH €ro  MPOU3BEICHHE,
pacnpoCTpaHATh, IMyOJIUYHO JAEMOHCTPHpPOBATh, MpOAaBaTh, HMIIOPTUPOBATH,
MyCKaTh B MPOKAT, MyOJMYHO HCIOJHATH, MOKa3bIBATH/UCIONHATh B d(UpE WU
pasmemniarh B UHTEpHETE.

Hcnonb3oBanue '"muparckoro"  MpOrpaMMHOTO  OOECTHEUEHHS  MOXKET
MPUBECTH K MHOTUM pHUCKaM: OT TOTEpH JMJaHHBIX K TBOUM aKKayHTaMm Ji0
OJIOKUPOBKH TBOETO YCTPOWCTBA, IJI€ YCTAHOBJIEHA HejlerajibHas nporpamma. He
CTOWUT TaKXke 3a0bIBaTh, UTO CYIIECTBYIOT JIErajbHbIE M OECIUIATHBIE MPOTPAMMBbI,
KOTOPbIE MOKHO HAalUTH B CETH.

O nmopraJie

Cemesu4ok.pg - TBOM TJIaBHBIA COBETUMK B CETH. 3/1€Ch Thl MOXEIIb Y3HAThH
0 0€e30IaCHOCTH B CETU MOHATHBIM M JIOCTYIHBIM $I3bIKOM, @ MPU BO3HUKHOBEHUU
KPUTUYECKOW CUTyallul OOpaTUThCA 32 COBETOM. A Takke MPHUHATH y4yacTHUE B
KOHKYpCax U CTaTh caMbiM IU(GPOBBIM IPakIaHUHOM !

HUcrounnk: [Tucemo Muno6pnayku Poccun ot 14.05.2018 N 08-1184 "O nampaBieHUn
unpopmanuu" (BMecte ¢ "MeTONMYECKMMH PEKOMEHIAIMSMU O pa3MEIIeHHH Ha
MH()OPMAIIMOHHBIX CTEHAAX, O(ULIMAIBHBIX HHTEPHET-caTax M JPYruX HHPOPMALUOHHBIX
pecypcax o01mmeo0pa3oBaTeNbHBIX OpPTraHU3alluii U OPraHOB, OCYIISCTBISIONIMX YyIpPaBICHUE B
chepe oOpaszoBanmsi, HHPOpPMAIMU O OE30MACHOM IIOBEICHUM W MCIIOIB30BAaHUHM CETH
"NuTepuer")



